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[bookmark: _Hlk521488021]Trading Liberty for Security: The Case to Reform FISA Section 702
By Naomi Mathew
Resolved: The United States Federal Government should substantially reform its foreign policy regarding international terrorism.
Summary: Section 702 of the Foreign Intelligence Surveillance Act allows the government to spy on communications of suspected foreign terrorists without a warrant. What’s the problem? When doing this, intelligence agencies track and store information on any Americans who have made contact with any person deemed a threat. This includes highly personal information such as texts, emails, and phone calls, and the government can search this information without a warrant. Section 702 captures large amounts of American data, which threatens our right to privacy and can easily be abused by the government. The USA RIGHTS ACT of 2017 reforms section 702 to strengthen privacy protections and prevent the government from surveilling Americans without a warrant.
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TRADING LIBERTY FOR SECURITY: REFORM FISA SECTION 702
Ben Franklin famously stated that “Those who would give up essential liberty to purchase a little temporary safety, deserve neither liberty nor safety.”[footnoteRef:2] Unfortunately, in its fight against terrorism the US government has traded liberty for security, Section 702 of the Foreign Intelligence Surveillance Act (FISA) trades Americans’ liberty for security by allowing the government to conduct massive, warrantless surveillance on American citizens. This fails to protect liberty and fails to keep us safe. Please join my partner and me as we affirm that: The United States Federal Government should substantially reform its foreign policy regarding international terrorism. [2: Benjamin Franklin. Goodreads. “Benjamin Franklin Quotes” https://www.goodreads.com/quotes/140634-those-who-would-give-up-essential-liberty-to-purchase-a ] 

[bookmark: _Toc535950379]OBSERVATION 1. DEFINITIONS.
[bookmark: _Toc535950380]Substantial
[bookmark: _Toc521486394][bookmark: _Toc521487428][bookmark: _Toc521487470][bookmark: _Toc536704934]Merriam Webster Online Dictionary copyright 2018 https://www.merriam-webster.com/dictionary/substantial   
"important, essential"
[bookmark: _Toc535950381]Foreign policy
[bookmark: _Toc521486395][bookmark: _Toc521487429][bookmark: _Toc521487471][bookmark: _Toc536704935]Collins English Dictionary 2018 https://www.collinsdictionary.com/us/dictionary/english/foreign-policy 
"the policies of a government regarding relations with other countries"
[bookmark: _Toc535950382]Terrorism
[bookmark: _Toc521486396][bookmark: _Toc521487430][bookmark: _Toc521487472][bookmark: _Toc536704936]Collins English Dictionary 2018 https://www.collinsdictionary.com/us/dictionary/english/terrorism 
Terrorism is the use of violence, especially murder and bombing, in order to achieve political goals or to force a government to do something.
[bookmark: _Toc535950383]OBSERVATION 2. INHERENCY, let’s look at two facts
[bookmark: _Toc535950384]FACT 1: Section 702 of the FISA Act is Foreign Counterterrorism Policy
[bookmark: _Toc535950385]Section 702 of the FISA Act allows the government to spy on foreign terrorists 
[bookmark: _Toc521486397][bookmark: _Toc521487431][bookmark: _Toc521487473][bookmark: _Toc536704937]Pete Williams 2018. (American journalist and former government official. Since 1993, he has been a television correspondent for NBC News.) NBC News, January 11, 2018. “Section 702 authorizes spying. Why is it so controversial?” https://www.nbcnews.com/politics/national-security/section-702-authorizes-spying-why-it-so-controversial-n836851 
WASHINGTON — Section 702, the subject of surprising criticism from President Donald Trump on Thursday that had the intelligence community in an uproar, is part of a federal law that gives the U.S. government legal authority to spy on suspected terrorists overseas, by monitoring phone calls and Internet communications such as e-mails. It was enacted as Section 702 of a law passed by Congress in 2008 that clarified the rules for gathering foreign intelligence. After the 9/11 attacks by 19 terrorist hijackers who came from overseas, the George W. Bush administration quickly ramped up intelligence collection on foreign targets — doing so without explicit legal authority.
[bookmark: _Toc535950386]FACT 2: Section 702 threatens Americans’ privacy
[bookmark: _Toc535950387]702 lets the government spy on Americans without a warrant
[bookmark: _Toc521486398][bookmark: _Toc521487432][bookmark: _Toc521487474][bookmark: _Toc536704938]Peter Swire and Dick Clarke 2017. (Clarke is an intelligence expert and has served in the White House, the Pentagon, the Intelligence Community, and the State Department. He was an assistant secretary of state for political-military affairs in the first Bush administration and deputy assistant secretary of state for intelligence under President Reagan. Swire is the Elizabeth and Tommy Holder Chair of Law and Ethics at the Georgia Tech Scheller College of Business.) ForeignPolicy.com, October 20, 2017. “Searching the Communications of Americans Should Require a Warrant” https://foreignpolicy.com/2017/10/20/searching-the-communications-of-americans-should-require-a-warrant/ 
The problematic searches happen like this. Section 702 applies to foreign intelligence searches carried out in the United States of the content of communications, including emails, texts, and social network communications. The searches cannot be targeted at “U.S. persons,” who are U.S. citizens or permanent residents. Instead, they must be targeted at non-U.S. persons who are outside of the United States. Here’s where the problem comes in. Suppose a foreign intelligence search is properly targeted at a non-U.S. person who is out of the country, such as in France or Pakistan. That target quite easily can send an email or otherwise communicate with someone inside of the United States. At that moment, the full content of the U.S. person’s communications with that person get included in the surveillance authorized by Section 702. Ordinarily, the government needs a search warrant to gain the full content of communications of a U.S. person (or someone temporarily in the United States). Now, due to the happenstance that the U.S. person communicated with someone outside of the country, the content of communications become available to the government.
[bookmark: _Toc535950388]OBSERVATION 3. THE PLAN. 
Mandate: Congress will pass and the President will sign S.1997: The USA Rights Act of 2017
Timeline: Our plan will be passed immediately upon an affirmative ballot
Funding: Existing budgets of existing agencies. Plan is legislative, creates no new spending. 
Enforcement: The federal courts. Evidence from warrantless 702 searches will be ruled inadmissible. Federal agents in violation are subject to normal discipline or job termination.
The affirmative team reserves the right to clarify our plan in future speeches. 
[bookmark: _Toc535950389]The USA RIGHTS Act includes the following revisions to Section 702:
[bookmark: _Toc521486399][bookmark: _Toc521487433][bookmark: _Toc521487475][bookmark: _Toc536704939]US Senator Ron Wyden. (Ron Wyden is a Democratic United States Senator from Oregon.) “The​ ​USA​ ​RIGHTS​ ​Act” https://www.wyden.senate.gov/imo/media/doc/102017%20USA%20RIGHTS%20Act%20one-pager.pdf 
End​ ​the​ ​back​ ​door​ ​searches:​ Under current law. the government can conduct unlimited, warrantless searches through the vast data collected under Section 702 for private communications to, from and about Americans. The bill requires a warrant for those searches. End​ ​reverse​ ​targeting:​ ​With no limits to the warrantless backdoor searches of Americans or the amount of information on Americans that gets reported around the government, there are no checks in place to prevent “reverse targeting” of Americans communicating with foreign targets. The bill requires a warrant when a significant purpose of targeting foreigners is to collect the communications of Americans. Codify​ ​the​ ​ban​ ​on​ ​“abouts”​ ​collection:​ T​he bill permanently bans​ ​the government from collecting communications that are not to or from a foreign target, but merely about a foreign target and can be entirely between Americans. Prohibit​ ​the​ ​collection​ ​of​ ​domestic​ ​communications:​ Section 702 is intended to collect foreign communications. The bill clarifies that it should not authorize the collection of communications known to be entirely domestic. Prevent​ ​the​ ​misuse​ ​of​ ​information​ ​on​ ​Americans:​ The bill prohibits the use of information on Americans collected under Section 702, except for foreign intelligence and crimes directly related to national security, such as terrorism and espionage. Strengthen​ ​the​ ​Privacy​ ​and​ ​Civil​ ​Liberties​ ​Oversight​ ​Board​ ​(PCLOB):​ The bill strengthens the PCLOB’s oversight by authorizing it to review all foreign intelligence surveillance programs and not just those related to terrorism. Strengthen​ ​FISA​ ​Court​ ​oversight.​ The bill strengthens the FISA court amici. Strengthen​ ​external​ ​oversight:​ ​The bill establishes a basis for “standing,” allowing outside plaintiffs to challenge the constitutionality of this authority. Improve​ ​transparency.​ ​ ​The bill allows for release of key FISC opinions and data necessary for the public’s understanding of Section 702. Establish​ ​a​ ​four-year​ ​sunset​: The bill requires congressional reauthorization in 4 year
[bookmark: _Toc535950390]OBSERVATION 4. THE JUSTIFICATIONS
[bookmark: _Toc535950391]JUSTIFICATION 1. Americans’ civil rights restored 
[bookmark: _Toc535950392]A. The government can use 702 to find information on US citizens without a warrant
[bookmark: _Toc521486400][bookmark: _Toc521487434][bookmark: _Toc521487476][bookmark: _Toc536704940]The American Civil Liberties Union 2018. (The ACLU is a nonprofit organization whose stated mission is "to defend and preserve the individual rights and liberties guaranteed to every person in this country by the Constitution and laws of the United States.") January 10, 2018. “ACLU VOTE RECOMMENDATION ON SECTION 702 REAUTHORIZATION” https://www.aclu.org/letter/aclu-vote-recommendation-section-702-reauthorization
The government performs “backdoor searches” on Section 702 data to obtain information about US citizens and residents. Section 702 explicitly prohibits the government from targeting US persons (defined as citizens and legal permanent residents) or individuals located in the US for surveillance. The government nevertheless searches Section 702 data looking specifically for information about US persons, a practice often referred to as a “backdoor search.” This permits Section 702 to be exploited as a tool against Americans in foreign intelligence and domestic criminal investigations alike. 
[bookmark: _Toc535950393]B. The government uses this information regularly
[bookmark: _Toc521486401][bookmark: _Toc521487435][bookmark: _Toc521487477][bookmark: _Toc536704941]The American Civil Liberties Union 2018. (nonprofit organization whose stated mission is "to defend and preserve the individual rights and liberties guaranteed to every person in this country by the Constitution and laws of the United States.") January 10, 2018. “ACLU VOTE RECOMMENDATION ON SECTION 702 REAUTHORIZATION” https://www.aclu.org/letter/aclu-vote-recommendation-section-702-reauthorization
The NSA performs over 30,000 backdoor searches annually. While the FBI refuses to report the number of backdoor searches it performs, the Privacy and Civil Liberties Oversight Board reports that the number of these searches is “substantial,” in part because it is “routine practice” for the FBI to conduct a query when an agent initiates a criminal assessment or investigation related to any type of crime.
[bookmark: _Toc535950394]JUSTIFICATION 2. Criminal Justice System Corrupted
[bookmark: _Toc535950395]A. Link: Supposed to be for foreign terrorism, but they use 702 to investigate other issues and bypass the Constitution
[bookmark: _Toc521486402][bookmark: _Toc521487436][bookmark: _Toc521487478][bookmark: _Toc536704942]Human Rights Watch 2017. (an international non-governmental organization that conducts research and advocacy on human rights.) September 14, 2017. “Q & A: US Warrantless Surveillance Under Section 702 of the Foreign Intelligence Surveillance Act” https://www.hrw.org/news/2017/09/14/q-us-warrantless-surveillance-under-section-702-foreign-intelligence-surveillance    
According to two of the documents disclosed by former NSA contractor Edward Snowden beginning in 2013, the PRISM program has been used for purposes related to narcotics and/or other forms of “trafficking.” Using sweeping Section 702 searches to detect drug, immigration, or other activities in a manner that avoids the restrictions of warrants required by the Constitution would be disproportionate and subvert normal criminal law processes.
[bookmark: _Toc535950396]B. Impact: Americans have gone to prison based on data collected under 702 and used against them without a warrant
[bookmark: _Toc521486419][bookmark: _Toc521487453][bookmark: _Toc521487495][bookmark: _Toc536704943]Sarah St.Vincent 2018. (researcher and advocate on national security, surveillance, and domestic law enforcement for Human Rights Watch. she worked as a legal fellow for the Center for Democracy & Technology, where she promoted reforms to surveillance laws in the United States, United Kingdom, and European Union. St.Vincent holds a J.D. from the University of Michigan Law School.) Human Rights Watch, January 11, 2018. “Secret Evidence and the Threat of More Warrantless Surveillance” https://www.hrw.org/news/2018/01/11/secret-evidence-and-threat-more-warrantless-surveillance 
Despite having run massive programs under Section 702 for years, the government has apparently notified fewer than a dozen defendants that it drew on this surveillance during the investigations in their cases. Due to the practice of parallel construction, the public and its elected representatives can’t be confident these are the only cases in which people have faced prison time after warrantless, intrusive Section 702 activities were used by investigators.
[bookmark: _Toc535950397]JUSTIFICATION 3. We protect national security while upholding civil rights
[bookmark: _Toc535950398]USA RIGHTS ACT leaves programs that to solve foreign threats to national security
[bookmark: _Toc521486403][bookmark: _Toc521487437][bookmark: _Toc521487479][bookmark: _Toc536704944]The American Civil Liberties Union 2018. (nonprofit organization whose stated mission is "to defend and preserve the individual rights and liberties guaranteed to every person in this country by the Constitution and laws of the United States.") January 10, 2018. “ACLU VOTE RECOMMENDATION ON SECTION 702 REAUTHORIZATION” https://www.aclu.org/letter/aclu-vote-recommendation-section-702-reauthorization
Opponents of the USA RIGHTS Act amendment incorrectly claim that it jeopardizes national security. On the contrary, the amendment leaves intact the core parts of the program that the government claims have national security value. For example, the amendment would allow the government to search without a warrant in a true emergency. In addition, it places no additional restrictions on the targeting of individuals overseas; permits surveillance for broad intelligence purposes; allows the government to continue warrantless searches of Section 702 data to obtain the information of individuals abroad; and permits the government to view the sensitive information of Americans returned in the course of looking for the information of foreigners overseas. 
[bookmark: _Toc535950399]2A Evidence: Reform FISA Section 702
[bookmark: _Toc535950400]TOPICALITY / DEFINITIONS
[bookmark: _Toc535950401]Department of National Intelligence: FISA Section 702 is used to gather foreign terrorism intelligence
[bookmark: _Toc521486404][bookmark: _Toc521487438][bookmark: _Toc521487480][bookmark: _Toc536704945]The Office of the Director of National Intelligence 2017. October 2017.“Guide to Section 702 Value Examples” https://www.dni.gov/files/icotr/Guide-to-Section-702-Value-Examples.pdf 
Why is FISA Section 702 necessary to protect national security? Title VII of FISA is vital to keeping the nation safe. These authorities provide the government with a uniquely effective way to acquire information about the plans and identities of terrorists and terrorist organizations, including how they function and receive support. These authorities also enable collection of information about the intentions and capabilities of weapons proliferators and other foreign adversaries who threaten the U.S., and inform cybersecurity efforts. 
[bookmark: _Toc535950402]Text of the Plan – S.1997
https://www.congress.gov/bill/115th-congress/senate-bill/1997/text 
Full text of the bill is at this link above. Print it out and bring to the debate round with you.
[bookmark: _Toc535950403]INHERENCY
[bookmark: _Toc535950404]Current law still lets the government massively target Americans; the “reverse targeting” ban is a farce
[bookmark: _Toc521486405][bookmark: _Toc521487439][bookmark: _Toc521487481][bookmark: _Toc536704947]Glenn Greenwald 2017. (journalist, constitutional lawyer, and author of four New York Times best-selling books on politics and law. The NSA reporting he led for the Guardian was awarded the 2014 Pulitzer Prize for public service.) The Intercept, March 13, 2017. “Rand Paul Is Right: NSA Routinely Monitors Americans’ Communications Without Warrants” https://theintercept.com/2017/03/13/rand-paul-is-right-nsa-routinely-monitors-americans-communications-without-warrants/
Elizabeth Goitein, the co-director of the Liberty and National Security Program at the Brennan Center for Justice, warned in the Boston Review that the ban on “reverse targeting” was a farce. In fact, “the program tolerates — and even contemplates — a massive amount of collection of Americans’ telephone calls, emails, and other electronic communications.” Thus, she explains, “it is likely that Americans’ communications comprise a significant portion of the 250 million internet transactions (and undisclosed number of telephone conversations) intercepted each year without a warrant or showing of probable cause.”
[bookmark: _Toc535950405]Court supervision of the surveillance programs is useless because the courts operate in total secrecy 
[bookmark: _Toc521486406][bookmark: _Toc521487440][bookmark: _Toc521487482][bookmark: _Toc536704948]Human Rights Watch 2014. (international non-governmental organization that conducts research and advocacy on human rights.) July 2014. “WITH LIBERTY TO MONITOR ALL: How Large-Scale US Surveillance is Harming Journalism, Law and American Democracy” https://www.aclu.org/files/assets/dem14-withlibertytomonitorall-07282014.pdf 
Some of the surveillance programs also operate under some measure of court supervision—most notably, the FISC and its appellate counterpart, both composed of federal judges. However, those courts operate in secrecy and do not have any structures in place that would offer meaningful opposition or any kind of counterweight to government requests for approval of surveillance programs. Nor are most FISC orders made public. Indeed, the bulk collection of metadata under Section 215 was authorized by the FISC in secret, and the public did not know about it until years later. 
[bookmark: _Toc535950406]Although courts must approve FISA procedures, they still don’t issue actual warrants for targets
[bookmark: _Toc521486407][bookmark: _Toc521487441][bookmark: _Toc521487483][bookmark: _Toc536704949]Human Rights Watch 2017. (international non-governmental organization that conducts research and advocacy on human rights.) September 14, 2017. “Q & A: US Warrantless Surveillance Under Section 702 of the Foreign Intelligence Surveillance Act” https://www.hrw.org/news/2017/09/14/q-us-warrantless-surveillance-under-section-702-foreign-intelligence-surveillance 
The court must approve the government’s targeting procedures as well as “minimization” procedures that are “reasonably designed” to minimize the acquisition and sharing of information about US persons, although the restrictions on the sharing of information identifying US persons have major loopholes. However, the court does not approve the government’s specific targets. In other words, no warrants are involved.
[bookmark: _Toc535950407]Congressional Intelligence committees don’t provide a check on surveillance powers because much of their activity is secret
[bookmark: _Toc521486408][bookmark: _Toc521487442][bookmark: _Toc521487484][bookmark: _Toc536704950]Human Rights Watch 2014. (international non-governmental organization that conducts research and advocacy on human rights.) July 2014. “WITH LIBERTY TO MONITOR ALL: How Large-Scale US Surveillance is Harming Journalism, Law and American Democracy” https://www.aclu.org/files/assets/dem14-withlibertytomonitorall-07282014.pdf 
Both the US House of Representatives and the Senate have standing Committees on Intelligence and on the Judiciary, which are designed, in theory, to provide oversight over the intelligence community’s activities. However, much of what these committees do is itself secret. Moreover, effective oversight requires that the intelligence community candidly share information with these committees. As Senator Ron Wyden, from the Senate Intelligence Committee, has noted, senior officials have repeatedly made misleading statements about their activities in congressional hearings. Senate Intelligence Committee Chairman Dianne Feinstein has also noted that the intelligence community has failed fully to inform the committee about its surveillance activities.
[bookmark: _Toc535950408]HARMS / SIGNIFICANCE
1. [bookmark: _Toc535950409]US Citizens Tracked through “Backdoor searches”
[bookmark: _Toc535950410]The government can use 702 to find information on US citizens
[bookmark: _Toc521486409][bookmark: _Toc521487443][bookmark: _Toc521487485][bookmark: _Toc536704951]The American Civil Liberties Union 2018. (The ACLU is a nonprofit organization whose stated mission is "to defend and preserve the individual rights and liberties guaranteed to every person in this country by the Constitution and laws of the United States.") January 10, 2018. “ACLU VOTE RECOMMENDATION ON SECTION 702 REAUTHORIZATION” https://www.aclu.org/letter/aclu-vote-recommendation-section-702-reauthorization
The government performs “backdoor searches” on Section 702 data to obtain information about US citizens and residents. Section 702 explicitly prohibits the government from targeting US persons (defined as citizens and legal permanent residents) or individuals located in the US for surveillance. The government nevertheless searches Section 702 data looking specifically for information about US persons, a practice often referred to as a “backdoor search.” This permits Section 702 to be exploited as a tool against Americans in foreign intelligence and domestic criminal investigations alike. 
[bookmark: _Toc535950411]The 2013 Snowden leaks showed NSA uses 702 to steal Americans’ data from internet companies 
[bookmark: _Toc521486410][bookmark: _Toc521487444][bookmark: _Toc521487486][bookmark: _Toc536704952]Brennan Weiss 2017. (Brennan Weiss is a politics reporter at Business Insider.) Business Insider, December 20, 2017. “Congress has just days to extend, reform, or repeal the controversial law that lets the US government track calls and emails” https://www.businessinsider.com/congress-proposals-reauthorize-fisa-section-702-snowden-2017-12 
Edward Snowden's leaks of classified NSA documents in 2013 revealed widespread abuse of this kind of collection. The leaks showed that the government had been using the 702 provision to sweep up vast amounts of Americans' data directly from the servers of major Internet companies like Microsoft, Google, and Facebook through the legal authority of a surveillance program called PRISM.
[bookmark: _Toc535950412]In 2016 the NSA collected over 151 million records of American’s phone calls
[bookmark: _Toc521486411][bookmark: _Toc521487445][bookmark: _Toc521487487][bookmark: _Toc536704953]Brennan Weiss 2017. (politics reporter at Business Insider.) Business Insider, December 20, 2017. “Congress has just days to extend, reform, or repeal the controversial law that lets the US government track calls and emails” https://www.businessinsider.com/congress-proposals-reauthorize-fisa-section-702-snowden-2017-12 
Earlier this year, Reuters reported that the NSA collected more than 151 million records of Americans' phone calls in 2016, even after Congress purportedly limited the scope of the government's data collection powers.
[bookmark: _Toc535950413]90% of those have data tracked are not the intended foreign targets
[bookmark: _Toc521486412][bookmark: _Toc521487446][bookmark: _Toc521487488][bookmark: _Toc536704954]Jason Pye and Sean Vitka 2017. (Jason Pye is the vice president of legislative affairs for FreedomWorks. Sean Vitka is counsel for Demand Progress.) The Hill, November 27, 2017. “Congress poised to jam through reauthorization of mass surveillance” http://thehill.com/opinion/cybersecurity/361875-congress-poised-to-jam-through-reauthorization-of-mass-surveillance  
According to a 2014 Washington Post report, 90 percent of account holders whose communications were collected were not the intended targets. “Many of them were Americans,” the Post explained. “Nearly half of the surveillance files, a strikingly high proportion, contained names, e-mail addresses or other details that the NSA marked as belonging to U.S. citizens or residents.”
[bookmark: _Toc535950414]These backdoor searches are done without a warrant
[bookmark: _Toc521486413][bookmark: _Toc521487447][bookmark: _Toc521487489][bookmark: _Toc536704955]The American Civil Liberties Union 2018. (nonprofit organization whose stated mission is "to defend and preserve the individual rights and liberties guaranteed to every person in this country by the Constitution and laws of the United States.") January 10, 2018. “ACLU VOTE RECOMMENDATION ON SECTION 702 REAUTHORIZATION” https://www.aclu.org/letter/aclu-vote-recommendation-section-702-reauthorization
The government has collected purely domestic communications that are not to or from an overseas target without a warrant. The clear text of Section 702 only permits the collection of communications “to” or “from” a target. Notwithstanding this limit, the government has interpreted Section 702 to allow the collection of communications that are merely “about” a particular target, including purely domestic communications. In April 2017, the government halted this practice following a period of over five years during which it failed to comply with court-imposed privacy protections. Nevertheless, the government maintains that it has the legal authority to restart this collection.
[bookmark: _Toc535950415]Supposed to be only foreigners’ data in 702, but FBI can get information on Americans without a warrant
[bookmark: _Toc521486414][bookmark: _Toc521487448][bookmark: _Toc521487490][bookmark: _Toc536704956]Louise Matsakis 2017. (staff writer at WIRED covering cybersecurity, internet law, and online culture. She was previously an editor at Motherboard, VICE's science and technology site.) Wired, December 23, 2017. “CONGRESS IS DEBATING WARRANTLESS SURVEILLANCE IN THE DARK” https://www.wired.com/story/section-702-warrantless-surveillance-debate/ 
The NSA collects hundreds of millions of video chats, instant messages, and emails under Section 702 by compelling companies like Facebook, AT&T, and Google to hand them over. The law also allows the FBI to search through the NSA’s databases without a warrant. Section 702 technically only authorizes intelligence agencies to collect information about foreign individuals, but citizens and permanent residents can easily get swept up by dragnet.
[bookmark: _Toc535950416]The data collected on Americans could include extremely personal information
[bookmark: _Toc521486415][bookmark: _Toc521487449][bookmark: _Toc521487491][bookmark: _Toc536704957]Human Rights Watch 2017. (international non-governmental organization that conducts research and advocacy on human rights.) September 14, 2017. “Q & A: US Warrantless Surveillance Under Section 702 of the Foreign Intelligence Surveillance Act” https://www.hrw.org/news/2017/09/14/q-us-warrantless-surveillance-under-section-702-foreign-intelligence-surveillance 
The government describes this surveillance of US persons as “incidental,” but it potentially includes a vast number of calls, e-mails, chats, text messages, and other conversations. Executive branch officials have claimed it would not be feasible for them to provide estimates of the size of this “incidental” snooping on US persons, but David Medine, who then chaired the independent Privacy and Civil Liberties Oversight Board, testified before Congress in 2016 that it is “large” and might include “family photographs, love letters, personal financial matters, discussions of physical and mental health, and political and religious exchanges.”
[bookmark: _Toc535950417]The government refuses to answer basic questions about Section 702
[bookmark: _Hlk521483330][bookmark: _Toc521486416][bookmark: _Toc521487450][bookmark: _Toc521487492][bookmark: _Toc536704958]US Senator Ron Wyden 2017. (Democratic United States Senator from Oregon.) Just Security, December 4, 2017. “Responding to the Myths About Reforming FISA’s Section 702” https://www.justsecurity.org/47543/responding-myths-reforming-fisas-section-702/ 
The government is refusing to answer basic questions about Section 702. For years, a bipartisan group of members of Congress asked for an estimate of how many Americans’ communications have been swept up. In a 180-degree reversal, the government recently announced there would be no estimate. The government has also refused to identify even the basic categories of individuals it is targeting under Section 702. And when I asked the director of national intelligence whether Section 702 could be used to collect communications the government knows are entirely domestic, he first testified no; then said he was answering a different question than the one I asked; and then said the whole thing was classified. When the government throws a blanket of secrecy over such a fundamental question, it is clear that the public and the Congress are operating in the dark.
2. [bookmark: _Toc535950418]The government lies and covers up its use of Section 702 to avoid legal trouble
[bookmark: _Toc535950419]When using Section 702 data against Americans in court, the government can lie to cover up where the data is from 
[bookmark: _Toc521486417][bookmark: _Toc521487451][bookmark: _Toc521487493][bookmark: _Toc536704959]Sarah St.Vincent 2018. (researcher and advocate on national security, surveillance, and domestic law enforcement for Human Rights Watch; she worked as a legal fellow for the Center for Democracy & Technology, where she promoted reforms to surveillance laws in the United States, United Kingdom, and European Union J.D. from University of Michigan Law School.) Human Rights Watch, January 11, 2018. “Secret Evidence and the Threat of More Warrantless Surveillance” https://www.hrw.org/news/2018/01/11/secret-evidence-and-threat-more-warrantless-surveillance 
In theory, if the government were using this surveillance data to investigate and imprison people in the US, defense attorneys would be able to find out and judges able to evaluate whether the surveillance was constitutional. That transparency would mean the public and Congress would be informed about the impact of this monitoring on people facing something as serious as the loss of their liberty. In reality, this is not the case. As suggested by Human Rights Watch’s new report on secret evidence in US criminal cases, the government may be concealing its use of Section 702 surveillance by deliberately creating an alternative explanation for how it gathered evidence – a practice known as “parallel construction.”
[bookmark: _Toc535950420]The government fails to inform those who have section 702 information used against them
[bookmark: _Toc521486418][bookmark: _Toc521487452][bookmark: _Toc521487494][bookmark: _Toc536704960]The American Civil Liberties Union 2018. (The ACLU is a nonprofit organization whose stated mission is "to defend and preserve the individual rights and liberties guaranteed to every person in this country by the Constitution and laws of the United States.") January 10, 2018. “ACLU VOTE RECOMMENDATION ON SECTION 702 REAUTHORIZATION” https://www.aclu.org/letter/aclu-vote-recommendation-section-702-reauthorization 
The government does not comply with its obligation to provide notice to individuals who have Section 702 information used against them. Although the government is required to provide notice to individuals who have information obtained under or derived from Section 702 used against them, prior to 2013, no criminal defendant had received notice. Since that time, to our knowledge, notice has been provided to only10 defendants. Given this, there are serious concerns that the government is misinterpreting its notice obligations, in part to avoid judicial review of Section 702.
3. [bookmark: _Toc535950421]Privacy, Human Rights, and the Fourth Amendment are violated 
[bookmark: _Toc535950422]Mass surveillance programs violate the human right to privacy and stifle free expression 
[bookmark: _Toc521486420][bookmark: _Toc521487454][bookmark: _Toc521487496][bookmark: _Hlk521456484][bookmark: _Toc536704961]Human Rights Watch 2017. (Human Rights Watch is an international non-governmental organization that conducts research and advocacy on human rights.) September 14, 2017. “Q & A: US Warrantless Surveillance Under Section 702 of the Foreign Intelligence Surveillance Act” https://www.hrw.org/news/2017/09/14/q-us-warrantless-surveillance-under-section-702-foreign-intelligence-surveillance 
In authorizing massive surveillance programs and failing to put strong safeguards in place to prevent the abuse of these highly intrusive monitoring powers, the law violates the human right to privacy. It also jeopardizes free-expression rights, since people who know the government may spy on them without good reason may be less likely to express or explore controversial views or discuss sensitive personal matters.
[bookmark: _Toc535950423]Section 702 lets the government evade the Fourth Amendment
[bookmark: _Toc521486421][bookmark: _Toc521487455][bookmark: _Toc521487497][bookmark: _Toc536704962]Human Rights Watch 2017. (Human Rights Watch is an international non-governmental organization that conducts research and advocacy on human rights.) September 14, 2017. “Q & A: US Warrantless Surveillance Under Section 702 of the Foreign Intelligence Surveillance Act” https://www.hrw.org/news/2017/09/14/q-us-warrantless-surveillance-under-section-702-foreign-intelligence-surveillance 
Once the government has gathered data under Section 702 for “foreign intelligence,” the FBI can search it for evidence of a criminal offense – any criminal offense. To do so, it can use search terms that identify or relate to US persons, such as their e-mail addresses. Nongovernmental groups often refer to these queries using US-person information as “backdoor searches,” since they effectively evade protections imposed by the Fourth Amendment to the US Constitution. Those protections are designed to prevent abuses such as monitoring that is baseless or discriminatory, or that targets people based on their exercise of their free-expression rights.
[bookmark: _Toc535950424]Section 702 creates an incentive for law enforcement to circumvent the Fourth Amendment
[bookmark: _Toc521486422][bookmark: _Toc521487456][bookmark: _Toc521487498][bookmark: _Toc536704963]Human Rights Watch 2017. (Human Rights Watch is an international non-governmental organization that conducts research and advocacy on human rights.) September 14, 2017. “Q & A: US Warrantless Surveillance Under Section 702 of the Foreign Intelligence Surveillance Act” https://www.hrw.org/news/2017/09/14/q-us-warrantless-surveillance-under-section-702-foreign-intelligence-surveillance 
Yes. The FBI can gain access to and “query” – that is, search – communications acquired under Section 702 without a warrant and even without any suspicion of wrongdoing. It can carry out these queries using terms associated with US persons, which is one reason an independent review group has alluded to the possibility that the authorities may have an “incentive … to use section 702 in an effort to gather evidence against United States persons in a way that would circumvent the underlying values of both FISA and the Fourth Amendment.”


[bookmark: _Toc535950425]Section 702 targets American citizens without warrants, violating our right to privacy
[bookmark: _Toc521486423][bookmark: _Toc521487457][bookmark: _Toc521487499][bookmark: _Toc536704964]Bruce Fein 2017. (was Associate Deputy Attorney General and General Counsel to the Federal Communications Commission under President Ronald Reagan. He served as Research Director for Republicans on the Joint Congressional Committee on Covert Arms Sales to Iran, and on the American Bar Association's Committee on Presidential Signing Statements.) The Huffington Post, July 25, 2017. “Section 702 Surveillance Authority: No Extension Unless Fourth Amendment Honored” https://www.huffingtonpost.com/entry/section-702-surveillance-authority-no-extension-unless_us_597743eee4b0940189700ca4 
As a cornerstone of our liberty-centered constitutional universe, the Fourth Amendment makes citizen privacy the rule and government encroachments the exception. Warrants issued by neutral magistrates based upon probable cause with particularized evidence that crime is afoot are ordinarily required to justify government invasions of privacy. In the narrow circumstances that excuse warrants, a government search or seizure must still satisfy a standard of reasonableness. Justice Louis D. Brandeis elaborated in Olmstead v. United States (dissenting): 
[END QUOTE. The author later in the same context writes QUOTE:]
Section 702 authorizes invasions of citizen privacy orders of magnitude beyond the degree of privacy that existed when the Fourth Amendment was ratified in 1791. It empowers the National Security Agency singly or in conjunction with sister intelligence agencies to intercept, store, and search the international communications of U.S. persons with a targeted communicant reasonably thought to be located outside the United States and in possession of foreign intelligence information. 
4. [bookmark: _Toc535950426]Section 702 can be easily abused by the government 
[bookmark: _Toc535950427]Section 702 can target anyone, not just “bad guys”
[bookmark: _Toc521486424][bookmark: _Toc521487458][bookmark: _Toc521487500][bookmark: _Toc536704965]Robyn Greene 2018. (Senior Policy Counsel at the New America Foundation's Open Technology Institute specializing in privacy, surveillance, and cybersecurity issues.) Slate, January 26, 2018. “Americans Wanted More Privacy Protections. Congress Gave Them Fewer.” https://slate.com/technology/2018/01/congress-reauthorization-of-section-702-of-the-fisa-is-an-expansion-not-a-reform.html 
One of the major misconceptions about Section 702 surveillance is the breadth of its purposes. The government always focuses on the authority’s uses for combatting national security threats like terrorism and espionage. However, the definition of foreign intelligence information that may be collected includes anything that is relevant to U.S. foreign affairs, which means that foreign journalists, activists, scientists, doctors, lawyers, and businesspeople could be targeted. Even when the government is targeting a person abroad as part of its counterterrorism efforts, the target is not necessarily a “bad guy.” The targets need only have information that is relevant to the government’s foreign intelligence objective. There are plenty of non-nefarious reasons a person, such as a journalist covering the civil war in Syria or a human rights activist working to resettle refugees, might have that kind of information.
[bookmark: _Toc535950428]702 could be used to monitor political opposition
[bookmark: _Hlk521458276][bookmark: _Toc521486425][bookmark: _Toc521487459][bookmark: _Toc521487501][bookmark: _Toc536704966]Prof. Laura K. Donohue 2017. (Professor of Law at Georgetown Law, Director of Georgetown’s Center on National Security and the Law, and Director of the Center on Privacy and Technology.) The Council on Foreign Relations, “The Case for Reforming Section 702 of U.S. Foreign Intelligence Surveillance Law” June 26, 2017. https://www.cfr.org/report/case-reforming-section-702-us-foreign-intelligence-surveillance-law 
There is also the risk that the executive branch will use section 702 to monitor political opposition. Watergate aside, history is replete with examples of executive power wielded inappropriately. In the 1960s, the NSA’s Project MINARET began by focusing on individuals traveling to Cuba. By the time the program ended in 1973, it was directed at civil rights leaders and anyone suspected of criminal activity. CIA programs have intercepted the international communications of members of Congress, as well as political candidates, while the FBI’s COINTELPRO actively sought to discredit and undermine political adversaries.
[bookmark: _Toc535950429]Too much power and information in the hands of the executive branch invite abuse
[bookmark: _Toc521486426][bookmark: _Toc521487460][bookmark: _Toc521487502][bookmark: _Toc536704967]Prof. Laura K. Donohue 2017. (Professor of Law at Georgetown Law, Director of Georgetown’s Center on National Security and the Law, and Director of the Center on Privacy and Technology.) The Council on Foreign Relations, “The Case for Reforming Section 702 of U.S. Foreign Intelligence Surveillance Law” June 26, 2017. https://www.cfr.org/report/case-reforming-section-702-us-foreign-intelligence-surveillance-law 
The myriad noncompliance issues with section 702 demonstrate the inability of the agencies to abide by the rules set by FISC. With so much information concentrated in one place, the program is ripe for abuse. Too much power in the executive branch is especially problematic, as it threatens the separation of powers. In the past, the executive branch has used surveillance and false criminal charges to undermine the operation of the other branches in their constitutional duties.
[bookmark: _Toc535950430]SOLVENCY/ADVOCACY 
[bookmark: _Toc535950431]Law Professor and Deputy Director of CIA: Section 702 should be reformed to stop abuse of Americans’ information
[bookmark: _Toc521486427][bookmark: _Toc521487461][bookmark: _Toc521487503][bookmark: _Toc536704968]Prof. Geoffrey Stone and Michael Morell 2017. (Stone is a law professor at the University of Chicago. Morell was the deputy director of the CIA from 2010 to 2013 and twice served as acting director.) The Washington Post, October 9, 2017. “The one change we need to surveillance law” https://www.washingtonpost.com/opinions/the-one-change-we-need-to-surveillance-law/2017/10/09/53a40df0a9ea11e7850e2bdd1236be5d_story.html?noredirect=on&utm_term=.86c47ef5d7fc 
Section 702 should be used in the way it was designed — to obtain information about foreign targets while preserving the privacy of Americans. It should not offer an easy route for federal law enforcement agents, specifically the FBI, to obtain evidence about Americans to which they would not be otherwise entitled. We urge Congress to end this practice. Such a step would reduce any incentives for government agents to misuse Section 702 without harming legitimate surveillance of foreign nationals operating overseas.
[bookmark: _Toc535950432]Sen. Ron Wyden [D-Oregon]: USA RIGHTS Act safeguards freedom and protects Americans
[bookmark: _Hlk521482444][bookmark: _Toc521486428][bookmark: _Toc521487462][bookmark: _Toc521487504][bookmark: _Toc536704969]U.S. Senator Ron Wyden Press Release 2017. (Ron Wyden is a Democratic United States Senator from Oregon.) October 24, 2017. “Bipartisan Coalition Introduces USA RIGHTS Act to Reform Secretive Warrantless Spy Program” https://www.wyden.senate.gov/news/press-releases/bipartisan-coalition-introduces-usa-rights-act-to-reform-secretive-warrantless-spy-program 
"Without common-sense protections for Americans' liberties, this vast surveillance authority is nothing less than an end-run around the Constitution," Wyden said. "Our bill gives intelligence agencies the authority they need to protect our country, but safeguards our essential freedoms with new provisions requiring judicial oversight and pushing back on the creeping expansion of secret law."
[bookmark: _Toc535950433]Sen. Rand Paul [R-Kentucky]: USA RIGHTS Act protects the Constitution and civil liberties
[bookmark: _Toc521486429][bookmark: _Toc521487463][bookmark: _Toc521487505][bookmark: _Toc536704970]Sen. Rand Paul quoted by Senator Ron Wyden Press Release 2017. (Wyden is a Democratic United States Senator from Oregon.) October 24, 2017. “Bipartisan Coalition Introduces USA RIGHTS Act to Reform Secretive Warrantless Spy Program” https://www.wyden.senate.gov/news/press-releases/bipartisan-coalition-introduces-usa-rights-act-to-reform-secretive-warrantless-spy-program 
“Congress must not continue to allow our constitutional standard of ‘innocent until proven guilty’ to be twisted into ‘If you have nothing to hide, you have nothing to fear.’ The American people deserve better from their own government than to have their Internet activity swept up in warrantless, unlimited searches that ignore the Fourth Amendment. Our bill institutes major reforms that prove we can still protect our country while respecting our Constitution and upholding fundamental civil liberties,” said Sen. Paul.
[bookmark: _Toc535950434]42 advocates: USA RIGHTS Act has been endorsed by a broad coalition of organizations
[bookmark: _Toc521486430][bookmark: _Toc521487464][bookmark: _Toc521487506][bookmark: _Toc536704971]U.S. Senator Ron Wyden Press Release 2017. (Ron Wyden is a Democratic United States Senator from Oregon.) October 24, 2017. “Bipartisan Coalition Introduces USA RIGHTS Act to Reform Secretive Warrantless Spy Program” https://www.wyden.senate.gov/news/press-releases/bipartisan-coalition-introduces-usa-rights-act-to-reform-secretive-warrantless-spy-program 
The USA RIGHTS Act has been endorsed by a broad coalition of 42 grassroots, civil liberties and government transparency advocates, including FreedomWorks, Demand Progress, American Civil Liberties Union. Read the full list of endorsers here and statements of support here. 
[bookmark: _Toc535950435]DISADVANTAGE RESPONSES
1. [bookmark: _Toc535950436]A/T “Need 702 to stop terrorist attacks”
[bookmark: _Toc535950437]Doubts remain as to whether Section 702 really helps keep the US safe
[bookmark: _Toc521486431][bookmark: _Toc521487465][bookmark: _Toc521487507][bookmark: _Toc536704972]Human Rights Watch 2017. (international non-governmental organization that conducts research and advocacy on human rights.) September 14, 2017. “Q & A: US Warrantless Surveillance Under Section 702 of the Foreign Intelligence Surveillance Act” https://www.hrw.org/news/2017/09/14/q-us-warrantless-surveillance-under-section-702-foreign-intelligence-surveillance 
The government contends that Section 702 has been “vital to keeping the nation safe,” and has revealed several examples in which it says this surveillance has helped to accomplish this goal or has otherwise advanced US interests. However, questions remain about whether the government could have used other means to achieve these aims, as well as whether these examples are truly representative of the purposes for which the intelligence agencies and the FBI use Section 702 data. The government’s selective disclosures in this respect also make its failure to provide estimates of the numbers of US persons affected by Section 702 even more striking.
[bookmark: _Toc535950438]Study: Section 702 data only played a role in 4.4% of terrorism cases
[bookmark: _Toc521486432][bookmark: _Toc521487466][bookmark: _Toc521487508][bookmark: _Hlk521461619][bookmark: _Toc536704973]Bailey Cahall, Peter Bergen, David Sterman, and Emily Schneider 2014. (Bailey Cahall was a policy analyst with the international security Program at the New America Foundation. Peter Bergen is a journalist, documentary producer, vice president for global studies & fellows at New America, CNN national security analyst, professor of practice at Arizona State University. David Sterman is a senior policy analyst at New America and holds a master's degree from Georgetown’s Center for Security Studies. Emily Schneider was a senior program associate for the International Security Program at New America.) New America, January 13, 2014. “Do NSA's Bulk Surveillance Programs Stop Terrorists? “ https://www.newamerica.org/international-security/policy-papers/do-nsas-bulk-surveillance-programs-stop-terrorists/ 
However, our review of the government’s claims about the role that NSA “bulk” surveillance of phone and email communications records has had in keeping the United States safe from terrorism shows that these claims are overblown and even misleading. An in-depth analysis of 225 individuals recruited by al-Qaeda or a like-minded group or inspired by al-Qaeda’s ideology, and charged in the United States with an act of terrorism since 9/11, demonstrates that traditional investigative methods, such as the use of informants, tips from local communities, and targeted intelligence operations, provided the initial impetus for investigations in the majority of cases, while the contribution of NSA’s bulk surveillance programs to these cases was minimal. Indeed, the controversial bulk collection of American telephone metadata, which includes the telephone numbers that originate and receive calls, as well as the time and date of those calls but not their content, under Section 215 of the USA PATRIOT Act, appears to have played an identifiable role in initiating, at most, 1.8 percent of these cases. NSA programs involving the surveillance of non-U.S. persons outside of the United States under Section 702 of the FISA Amendments Act played a role in 4.4 percent of the terrorism cases we examined, and NSA surveillance under an unidentified authority played a role in 1.3 percent of the cases we examined.
[bookmark: _Toc535950439]The government doesn’t need more information, they need more efficient methods of sharing that information. 
[bookmark: _Toc521486433][bookmark: _Toc521487467][bookmark: _Toc521487509][bookmark: _Toc536704974]Bailey Cahall, Peter Bergen, David Sterman, and Emily Schneider 2014. (Bailey Cahall was a policy analyst with the international security Program at the New America Foundation. Peter Bergen is a journalist, documentary producer, vice president for global studies & fellows at New America, CNN national security analyst, professor of practice at Arizona State University. David Sterman is a senior policy analyst at New America and holds a master's degree from Georgetown’s Center for Security Studies. Emily Schneider was a senior program associate for the International Security Program at New America.) New America, January 13, 2014. “Do NSA's Bulk Surveillance Programs Stop Terrorists? “ https://www.newamerica.org/international-security/policy-papers/do-nsas-bulk-surveillance-programs-stop-terrorists/ 
Finally, the overall problem for U.S. counterterrorism officials is not that they need vaster amounts of information from the bulk surveillance programs, but that they don’t sufficiently understand or widely share the information they already possess that was derived from conventional law enforcement and intelligence techniques. This was true for two of the 9/11 hijackers who were known to be in the United States before the attacks on New York and Washington, as well as with the case of Chicago resident David Coleman Headley, who helped plan the 2008 terrorist attacks in Mumbai, and it is the unfortunate pattern we have also seen in several other significant terrorism cases.
[bookmark: _Toc535950440]Very little data exists to assess the usefulness of Section 702 spying
[bookmark: _Toc521486434][bookmark: _Toc521487468][bookmark: _Toc521487510][bookmark: _Toc536704975]Louise Matsakis 2017. (staff writer at WIRED covering cybersecurity, internet law, and online culture. She was previously an editor at Motherboard, VICE's science and technology site.) Wired, December 23, 2017. “CONGRESS IS DEBATING WARRANTLESS SURVEILLANCE IN THE DARK” https://www.wired.com/story/section-702-warrantless-surveillance-debate/ 
“There’s been no meaningful assessment, no data-driven cost-benefit analysis,” says Sascha Meinrath, the founder of the Open Technology Institute at the New America Foundation and the founder of technology policy think tank X-Lab. “It’s a massive experiment with no checks, no scientific methodology. We have no idea if this is causing more harm than good, we have no way to know.”
[bookmark: _Toc535950441]Whenever similar programs are evaluated, they’re shown to be ineffective and expensive 
[bookmark: _Toc521486435][bookmark: _Toc521487469][bookmark: _Toc521487511][bookmark: _Toc536704976]Louise Matsakis 2017. (Louise Matsakis is a staff writer at WIRED covering cybersecurity, internet law, and online culture. She was previously an editor at Motherboard, VICE's science and technology site, as well as at Mashable.) Wired, December 23, 2017. “CONGRESS IS DEBATING WARRANTLESS SURVEILLANCE IN THE DARK” https://www.wired.com/story/section-702-warrantless-surveillance-debate/ 
Opponents of Section 702 believe that if its programs were to be independently assessed, they would be found to be both expensive and ineffective. “Every time that one of these programs has been exposed, and really subjected to genuine independent scrutiny we find that they have three things in common,” says Patrick Eddington, a homeland security and civil liberties analyst at the Cato Institute, referring to previous programs like Stellar Wind. “One they’re constitutionally violative, two they’re ineffective—they don’t work—and number three, they cost you and me, the taxpayer, millions of dollars.”
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